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ABSTRACT

Shared memory multiprocessors are difficult to program be-
cause of the non-deterministic ways in which the memory op-
erations from different threads interleave. To address this is-
sue, many hardware-based memory race recorders have been
proposed that efficiently log an ordering of the shared mem-
ory interleavings between threads for deterministic replay.
These approaches are challenging to integrate into current
processors because they change the cache subsystem or the
coherence protocol, and they mostly support a sequentially
consistent memory model.

In this paper, we describe CoreRacer, a chunk-based mem-
ory race recorder architecture for multicore x86 T'SO proces-
sors. CoreRacer does not modify the cache subsystem and
yet it still integrates into the x86 TSO memory model. We
show that by leveraging a specific x86 feature, the invariant
timestamp, CoreRacer maintains ordering among chunks
without piggybacking on cache coherence messages. We pro-
vide a detailed implementation and evaluation of CoreRacer
on a cycle-accurate x86 simulator. We show that its integra-
tion cost into x86 is minimal and its overhead has negligible
effect on performance.
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1. INTRODUCTION

As the number of cores in multiprocessor systems increase,
deterministic replay of shared memory parallel programs [22]
becomes critical to software development. Deterministic re-
play enables several new usage models for parallel programs,
including debugging [19, 26], testing [5], high availability [4,
27], and forensics analysis [8, 12]. A common technique for
deterministic replay records a total order of the shared mem-
ory accesses (and other non-deterministic events) during ex-
ecution and then deterministically replays them.

Recording a total order of the shared memory accesses in
software [19, 9, 22] requires instrumentation of every mem-
ory access, typically slowing down execution by 100x or more
and making software approaches impractical for long run-
ning applications or production use. Recent proposals re-
duce this overhead by disregarding the actual order of shared
memory accesses and instead reproducing a buggy execution
with high probability [2, 18], but such approaches are not
useful for scenarios that require precise deterministic replay.

Hardware solutions [28, 17, 10, 14, 21, 29, 13, 22] can
eliminate performance overheads without over-constraining
the usage model, but these solutions usually come with high
hardware costs, especially for processors that don’t support
a sequentially consistent (SC) memory model. Besides, most
existing hardware proposals [28, 17, 10, 14, 21] assume an
SC memory model even though commercial multiprocessors
use non-SC memory models; for example, x86 processors
implement Total Store Order (TSO). TSO complicates the
recording of shared memory access order because a load can
be ordered to memory before a prior store. A few prior
proposals [29, 13] have addressed this problem for T'SO, but
their solution comes at the cost of expensive changes to the
cache subsystem or the coherence protocol, components that
are difficult to validate in modern multiprocessor systems.

This paper proposes CoreRacer, a novel hardware ap-
proach to recording shared memory access orderings. Cor-
eRacer handles TSO without changing the cache subsystem
or coherence protocol on modern x86 processors. It uses



chunks [10, 14, 21] to represent the interleavings of shared
memory accesses. A chunk represents a block of memory
operations that execute atomically (i.e., without an inter-
vening conflicting coherence request).

CoreRacer handles the TSO memory model by logging
the number of outstanding stores awaiting commit in the
store buffer when a chunk terminates. During offline replay,
CoreRacer simulates the store buffer using the logged infor-
mation, enabling it to reproduce an execution that conforms
to the recorded TSO execution.

This paper makes the following contributions:

e [t introduces a new chunk-based memory race recorder
that uses an existing x86 feature — the invariant times-
tamp counter (TSC) [11] — in a novel way to cap-
ture the ordering among chunks from different cores
without modifiying the cache coherence protocol (Sec-
tion 3).

It describes a novel mechanism — called the Reordered
Store Window (RSW) — for recording TSO execution
and a new offline replay algorithm that conforms to
the recorded TSO execution (Section 4).

It describes how CoreRacer is integrated into a mod-
ern x86 processor, requiring no changes to the cache
subsystem (Section 5).

It presents an implementation and evaluation of Cor-
eRacer on a full system simulator modeling a mod-
ern out-of-order x86-based 8-core multiprocessor sys-
tem implementing TSO. Our results show that Cor-
eRacer requires minimal hardware changes and has a
negligible impact on program execution (Section 6).

2. BACKGROUND

A memory race recorder (MRR) logs the order in which
the shared memory accesses from different threads inter-
leave. Prior work on hardware support for MRR use either
point-to-point or chunk-based techniques to track the order-
ing between two instructions that form a data race.

Point-to-point techniques [28, 17] track memory races at

the granularity of individual shared memory operations. These

techniques augment each cache line with a timestamp that
the hardware updates on each access to the line. The MRR
hardware piggybacks the timestamps on coherence messages
and uses them to order the dependencies between memory
instructions on different processors.

Chunk-based techniques [10, 14, 21] track memory access
interleavings by observing the number of memory operations
that execute atomically (i.e., without interleaving with a
conflicting remote memory access). Chunk-based systems
typically use signatures [23, 6] to check a snoop request
against the set of locally accessed memory locations. Each
core has a chunk size counter that tracks the size of the
current chunk and a read (write) signature that tracks the
cache lines read (written) by the core in the current chunk.
To track the global ordering of chunks, each core also main-
tains a clock that is piggybacked with each coherence mes-
sage [10] or exchanged at each chunk boundary [21]. On
receiving a remote coherence request, a core checks its sig-
natures for a conflict, and on detecting a conflict, it ends
its current chunk by clearing its signatures, creating a log
entry, and updating its clock. Log entries contain the size

of the ended chunk and a timestamp based on the current
clock value.

3. HANDLING SC

This section presents the design of the CoreRacer hard-
ware module and shows how it records chunks on an SC
system. Figure 1 shows the block diagram of the CoreRacer
module. Load and store addresses are sent to CoreRacer at
retirement and memory commit time (i.e., when the store
data becomes globally visible), respectively. When Cor-
eRacer receives a load or store address, the MRR logic in-
serts the address into the appropriate read or write signature
buffer (the signature buffer component in Figure 1) and in-
crements the chunk size counter. The memory address inser-
tion operation [21] hash encodes the address into a signature
over k bit vectors, where k is the number of hash functions
used, and then merges the value into a signature register.
Our evaluation (Section 6) models signature register sizes
of 1024 bits and 512 bits for the read and write signatures,
respectively. For signatures of these sizes, the address inser-
tion operations require simple logic, and our model clocks
them in one cycle.
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Figure 1: CoreRacer block diagram

On receiving a snoop, the MRR logic looks up the snoop
address in the signature buffers. The lookup operation [21]
hash encodes the address into a signature with k bits, and
then tests if the corresponding bits are set in the signature
register. This test operation requires an AND tree, so its
timing depends on the size of the signature register. Our
model clocks the lookup operation in two cycles.

A successful lookup indicates a conflict, which terminates
a chunk and signals the packet generation component to
insert a new log entry into a finite sized buffer called the
MRR queue (MRRQ). The MRRQ drains to memory using
idle memory cycles. After creating the entry, the MRR logic
clears the signature buffers and the chunk size counter.

Figure 2 shows the format of a chunk log entry created by
the packet generation component. The Type field stores the
type of the log entry, the TS field stores a 32-bit timestamp
value, the CS field stores the chunk size, and the RSW field
stores the re-ordered store window of a chunk (Section 4
gives more details).

The packet generator creates the TS field using the x86
TSC register (available in x86 processors starting from Ne-
halem). The existing hardware keeps all TSC registers in
the system synchronized. This enables CoreRacer to cap-
ture chunk ordering without modifying the coherence proto-

To
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Figure 2: Chunk log entry format

col. This is in contrast to other chunk-based proposals [10,
21], which piggyback a timestamp on coherence messages.

The local timestamp counters run at the same frequency
regardless of the CPU clock rate or the various halt or sleep
states. When the frequency changes, CoreRacer logs the
core-clock to bus-clock ratio with a special packet type. Us-
ing simple back-of-the-envelope calculation, one can derive
the wall clock time from the logged timestamps and the
clock-to-bus ratio.

A software replayer can use CoreRacer’s logs to replay an
SC execution. Similar to prior chunk-based proposals [10,
21], the replayer re-executes chunks ordered by their times-
tamp and replays each instruction in a chunk following pro-

gram order. A replayer must also handle input non-determinism.

Our system handles this using a CAPO-like approach [15],
details of which are outside the scope of this paper.

4. HANDLING TSO

This section describes CoreRacer extensions to handle TSO.
It first introduces an example that illustrates the problem
and then describes the mechanisms for recording and replay-
ing a TSO execution.

4.1 Motivating example

Consider the example in Figure 3(a), which illustrates one
possible outcome of executing a program with 2 threads on
a multicore TSO system. Figure 3(b) illustrates the cor-
responding cycle-by-cycle execution, showing how the Cor-
eRacer hardware logs the chunks. In cycles 1 and 2, the
stores in cores P1 and PO retire to processor state and be-
come senior stores (i.e., they wait in the store buffer until
they can commit to memory). In cycles 3 and 4, the loads
that follow the stores in each core retire, effectively ordering
the loads to memory earlier than the prior stores because a
load commits to memory before it retires to processor state.
When each load retires, its address is inserted into its corre-
sponding processor’s read set and the corresponding chunk
size (CS) is incremented. At cycle 6, the store in PO commits
to memory and both the write set and the chunk size are up-
dated accordingly. When P1 receives the snoop caused by
PO’s store, CoreRacer detects a conflict in P1’s read set. As
a result, CoreRacer logs a chunk (< ts = 1,¢s = 1 >) and
resets P1’s chunk size and signatures. In cycle 7, P1’s store
commits to memory and terminates P0’s chunk in a similar
way. Cycle 8 simply represents the last cycle in the example
in which P1’s chunk terminates.

Figure 3(c) shows the resulting chunks and the order in
which each memory operation commits to memory (the cir-
cled numbers show this order). Figure 3(d) shows the replay
order of these chunks, which incorrectly results in R1 = 1
and R2 = 1. The problem is that the replay order does not
match the order in which the loads and stores commit to
memory: according to the order in Figure 3(c), the load in
P1 commits to memory before its prior store, so during re-
play, P1’s first chunk should execute the load instead of the
store, and its second chunk should execute the store instead
of the load.

We can make two observations in this example. First,
as long as a load retires in the same chunk as the one in
which a prior store commits, there is no potential SC vio-
lation because both instructions execute atomically in the
same chunk, hence a remote processor cannot observe any
re-ordering of the two instructions. This is the case for P0’s
chunk where both the load and the prior store commit to
memory in the same chunk (Figure 3(c)).

Second, if a load retires in an earlier chunk than the one
in which its preceding store commits, then an SC violation
is possible. This is because in the global ordering of chunks
from different processors, a conflicting remote chunk may
interleave between the chunk in which the load retires and
the chunk in which its prior store commits, thus exposing
the re-ordering to the remote processor. In Figure 3(b),
for example, the load in P1’s first chunk retires at cycle 4
but its prior store commits in the second chunk at cycle 7,
allowing P0’s chunk to interleave in between and observe the
re-ordering.

4.2 The Reordered Store Window

As the previous example illustrates, the problems due to
TSO arise when a chunk containing retired loads terminates
with stores that have not committed. So to support TSO,
CoreRacer tracks the number of pending stores awaiting
commit in the store buffer when a load retires. We call this
the RSW of the load. When a store commits, the RSW for
the load decrements by one until it reaches zero, at which
point the ordering between the load and its re-ordered stores
becomes consistent with an SC execution.

If at the end of the chunk, RSW = 0 for all loads in the
chunk or the chunk has no loads, it is called an SC-chunk;
otherwise, it is a T'SO-chunk. If all logged chunks are SC-
chunks, then no SC violations have occurred because the
ordering between the loads of an SC-chunk and all their pre-
ceding stores is consistent with an SC execution. Therefore
the replay order will match the commit order.

To determine if a chunk is an SC-chunk, it is sufficient to
detect that the last load to retire in the chunk has RSW =0
or that the chunk has no loads. This is straightforward to
prove: If at the end of the chunk RSW = 0 for the last
load, then all stores that retired before that load must have
committed, and because all other loads in the chunk retired
before the last load, then RSW = 0 for all loads in the
chunk. We refer to the RSW of the last load as the chunk’s
RSW, and if a chunk has no loads, then we define its RSW
to be zero.

A TSO-chunk’s RSW gives the number of senior stores
that retired before the last load of the chunk but are still
awaiting commit in the store buffer when the chunk termi-
nates. A TSO-chunk’s size (i.e., its logged CS) does not
count these stores — CS only counts retired loads and com-
mitted stores that may have retired either in this chunk or
in an earlier chunk.

Our offline replay algorithm uses the chunk’s RSW to sim-
ulate the store buffer during replay (see Section 4.3). For
instance, in Figure 3(b), when CoreRacer logs the first chunk
in P1 at cycle 6, it detects that the chunk’s RSW is 1 be-
cause there is one prior store awaiting commit in the store
buffer when the last load in the chunk retired at cycle 4.
When that chunk is replayed in Figure 3(d) (first chunk in
P1), the RSW indicates that the store buffer should contain
one store waiting to commit. The replayer, therefore, does
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Figure 3: (a) Programmer’s view (b) CoreRacer operational view during execution: load and store addresses update
CoreRacer’s cs, rs and ws at retirement and commit time, respectively. CoreRacer clears cs, rs and ws at chunk
termination (c¢) Recorded chunks after the execution (numbers in circles show commit order of memory operations
and solid arrows denote cross-processor data dependencies) (d) Chunk replay order (result is R1 == 1 and R2 == 1)

not execute the first store as part of the chunk and instead
keeps it in a simulated store buffer and continues to execute
the load. Because the chunk size is 1, no further memory
operations are executed for that chunk. The replayer then
executes the next chunk (P0’s chunk). Finally, the replayer
executes the last chunk from P1, committing the store held
in P1’s simulated store buffer.

4.3 Replaying TSO-chunks

Replay executes chunks in timestamped order and holds
stores in a simulated store buffer until they can commit.
After executing the instructions in a chunk, the replayer
drains the simulated store buffer until it has RSW stores
left in it.

Algorithm 1 describes how to replay TSO-chunks. The
numLoad variable counts the number of load instructions
executed in the chunk. The memInstCnt variable tracks the
number of memory instructions remaining to be executed
in the chunk. It is initialized as shown on line 2. This
variable accounts for the loads and stores that will commit
in the chunk, and the stores that will retire before the last
load in the chunk but that will not commit to memory (i.e.,
RSW). In addition, senior stores that have been added to the
store buffer in previous TSO-chunks, but not yet commited,
must be discounted from memliInstCnt. This is necessary
so that the appropriate number of stores are added to the
store buffer as the replayer executes the instructions in the
chunk. For example, if a TSO-chunk’s RSW is 4 but the
store buffer already includes 1 store, then only 3 stores need
to be added to the store buffer as memInstCnt instructions
are processed.

The TSO-chunk replay algorithm executes instructions
until all memInstCnt memory instructions have executed
(lines 3 — 15). Loads read their value from the store buffer

on a match, otherwise they read from memory (lines 5 —9).
Line 10 increments the number of committed loads. Stores
inserts its value into the store buffer (lines 11-12). Once
the TSO-chunk replay algorithm has executed memInstCnt
instructions, it verifies that it has committed C'S memory
instructions from the chunk. At this point, it has already
committed all loads (i.e., numLoad loads), therefore any
remaining memory instructions to be committed are stores
that must be drained from the store buffer. Lines 16 — 19
handle stores that commit in the chunk.

Algorithm 1 TSO-chunk replay algorithm (STB is the
store buffer)

Require: CS, RSW
1: numLoad =0

2: memInstCnt = CS + RSW — NumElements(ST B)
3: while (memInstCnt > 0) do

4:  if (instruction is a load) then

5: if (load found in STB) then

6: Get value from STB

7 else

8 Read value from memory

9: end if

10: numLoad := numLoad + 1
11:  else if (instruction is a store) then
12: Insert store into STB

13: end if

14: memlInstCnt := memInstCnt — 1

15: end while

16: while (CS > numLoad) do

17: dequeue one store from STB, writing its value to memory
18: cS:=CS—-1

19: end while

4.4 Replaying SC-chunks

Algorithm 2 describes how to replay SC-chunks. An SC-
chunk contains either committed stores, or loads and stores
that obey SC order (in which case the store buffer is empty
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at the end of the chunk). Lines 1-4 drain the store buffer
based on the chunk size. Line 5 executes any remaining in-
structions following program order without buffering stores
in the store buffer, because the store buffer must be empty
at the end of the chunk.

Algorithm 2 SC-chunk replay algorithm (STB is the store
buffer)
1: while (there are stores in ST B) do
2 drain one store from STB, committing its value to memory
3 CS:=CS-1
4: end while
5

. Execute remaining CS instructions from chunk in program order

4.5 Replay example

Figure 4 illustrates an example of how the instructions in a
TSO-chunk and an SC-chunk are replayed. The sequential
code is shown in Figure 4(a) and one outcome of a TSO
execution is shown in Figure 4(b). The chunk log entries
are shown in Figure 4(c). The first chunk is a TSO-chunk
and the second is an SC-chunk. Note that in this example,
LD(C) was reordered before the stores ST(A) and ST(B)
and LD(D) was reordered before ST(B) only. At chunk
termination, ST(A) was already committed to memory but
ST (B) was not, hence RSW =1 for the TSO-chunk.

When replaying the TSO-chunk, as shown in Figure 4(d),
numLoad = 0 (step 1). Because the store buffer is empty,
memlInstCnt = 4. We then execute 4 instructions, redi-
recting stores to the store buffer and executing the loads.
As a load is executed, numULoad is updated appropriately.
After memInstCnt instructions have been executed (step
2), numLoad = 2 loads have been processed, while two
stores have been inserted in the store buffer. However, C'S
- numLoad is still one, which means one remaining memory
instruction must be drained from the store buffer (step 3).

When the chunk terminates (i.e., we have committed CS

memory instructions), the chunk’s store buffer has RSW =
1 store awaiting commit. The resulting instructions’ re-
played order in the chunk is LD(C)—LD(D)—ST(A), while
the TSO execution order shown in Figure 4(b) is LD(C) —
ST(A) — LD(D). As described in Section 4.6, the TSO ex-
ecution order and the replay order are equivalent. Finally,
the last chunk is replayed (Figure 4(e)). Because this is an
SC chunk, we first drain one instruction from store buffer
and decrement CS accordingly. The chunk’s store buffer at
the end of the execution is empty.

4.6 Correctness of Replay

When replaying a TSO-chunk, stores commit to memory
after the loads, regardless of the execution order between the
loads and the stores in the recorded TSO execution. Clearly,
if the commit order of the loads and stores in the chunk is
such that stores commit after loads, then the replay order
provided by Algorithm 1 conforms to the TSO execution.

In the case where the stores do not necessarily commit
after the loads in the chunk, the replayer still provides a re-
play order that is consistent with the TSO execution. The
replayer exploits the property of chunk-based execution that
guarantees that instructions in a chunk execute in isolation
(i.e., they do not have side effects that are visible outside of
the chunk). This atomicity guarantee means that instruc-
tions within the chunk can be reordered as long as they do
not conflict!. If a load depends on a prior store in the same
chunk, then the replayer guarantees that the store buffer
supplies the correct value to the load (line 6). In this case,
reordering the store after the dependent load is legitimate.
If a load is not dependent from a prior store, then reorder-
ing the store after the load is also legitimate because these
instructions do not conflict.

S. X86 INTEGRATION

This section describes how the CoreRacer hardware mod-
ule interfaces with an x86 core modeled after a P6-based [24]
Nehalem system, and how it handles some of the complex
aspects of the x86 ISA. The processor system in this study
has a three-level cache hierarchy with private L1 and L2
caches, and a shared L3 cache. The L2 data cache is inclu-
sive of the L1. The snoop coherence protocol implements
an invalidation-based MESI protocol with L2 as the point
of coherence.

5.1 Handling loads and stores

Figure 5 shows how the CoreRacer module interfaces with
the cache and core for handling loads, stores, snoops, and
evictions. To observe load and store addresses, CoreRacer
monitors the execution of memory operations in the memory
order buffer (MOB), composed of a store buffer (STB) and
a load buffer (LDB). The STB holds in-flight stores until
they commit to memory, at which point their address is
sent to CoreRacer for insertion into the write signature. The
commit time for a store, which corresponds to the time the
store data becomes globally visible, occurs after the store has
retired to processor state. At retirement, a store is promoted
to a senior store and waits in the STB until it commits to
memory in program order.

Similar to the STB, the LDB tracks in-flight loads until
they retire to processor state, at which point their address is

!The BulkCompiler [1] also exploits this property.
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sent to CoreRacer for insertion into the read signature. The
retirement point of a load occurs after the load commits
to memory with respect to prior memory operations. This
corresponds to the completion of a L1 cache access, indicated
by a valid bit in the tag field of the corresponding load entry
in the LDB. Once completed, the processor retires the load
as soon as it becomes the oldest instruction in the ROB.
When the L2 cache evicts a line, CoreRacer looks up the
line address in its signatures and terminates the chunk on
a match because a core may not receive subsequent snoops
for an evicted line. There exist techniques to mitigate this
problem but they introduce additional complexity [21].

5.2 RSW calculation

To obtain RSW, we leverage an existing mechanism (called
store coloring) found in modern x86 implementations for or-
dering loads and stores executing in the same core. Store
coloring (also known as aging) colors each load that issues
to the LDB with the store buffer ID (SBID) of the youngest
store that executes prior to the load in program order. Given
the color of a load (i.e., the SBID of the senior store immedi-
ately preceding the load in program order) and the SBID of
the most recently committed store, the difference between
these two SBIDs (modulo wrap around of SBIDs) is the num-
ber of senior stores in the store buffer when the load retires,
which is also the number of prior stores that will commit to
memory after the load.

To compute a chunk’s RSW, the CoreRacer module (Fig-
ure 1) contains two registers:

1. An RSW register that tracks the RSW value for the
most recently retired load. When a chunk terminates,

this register contains the chunk’s RSW. CoreRacer clears

this register at the start of each chunk (RSW == 0 at
the start of a chunk).

2. An RCS (Recent Committed Store) register that tracks
the SBID of the most recently committed store.

The interface to the CoreRacer module (Figure 1) also
has two inputs that support computing a chunk’s RSW:

the SBID of a committing store and the color of a retir-
ing load. As the STB and LDB already have these values,
the MOB simply passes them to CoreRacer alongside a load
or store address. CoreRacer, therefore, does not modify ex-
isting components in the core to support TSO.

As Algorithm 3 shows, each time a load retires, CoreRacer
recomputes the value of RSW by subtracting the value in
RCS from the load’s color (adjusting for wrap around of the
SBID). In line 4 of the algorithm, ST B_SIZFE denotes the
size of the store buffer.

Algorithm 3 CoreRacer operations for a retiring load

Require: color

1: if (color > RCS) then

2: RSW := color — RCS

3: else

4: RSW := STB_SIZE + color — RCS
5: end if

As Algorithm 4 shows, each time a store commits, Cor-
eRacer updates the RCS register with that store’s SBID. It
also decrements the value in the RSW register if it is not zero
— if the RSW value is not zero, then this store must have
been re-ordered with respect to the most recently retired
load in the current chunk and that load is now re-ordered
with respect to one fewer store. If the decrement causes the
RSW value to reach 0, then there are no more senior stores
awaiting commit in the STB.

Algorithm 4 CoreRacer operations for a committing store
Require: SBID

1: RCS:=SBID

2: if (RSW > 0) then

3: RSW := RSW —1

4: end if

In our model, the STB has 32 entries, so the inputs and
registers required to compute RSW are all 5 bits wide. Com-
puting RSW requires negligible logic: each time a store com-
mits, RSW is decremented if its not zero, and each time a
load retires, RSW is updated by subtracting RCS from the
load’s color and adding STB_SIZFE on a wrap around.

5.3 Interrupts and CPL changes

CoreRacer currently records the interleavings of only user-
level memory operations. When execution transitions to a
higher privilege level (e.g., CPL=0) due to either a context
switch or an interrupt, the hardware terminates the current
chunk and disables CoreRacer. Transitions due to a context
switch flush the MRRQ to memory using privileged soft-
ware. This allows CoreRacer to be virtualized across sev-
eral applications. CoreRacer resumes operations when exe-
cution returns to a user mode application that has turned
on recording. Application software can enable CoreRacer by
programming specific MSR registers.

5.4 Complex x86 instructions

In x86, multi-line operations and multi-operation instruc-
tions are those that touch multiple cache line (i.e., straddle
cache line boundaries) or need several memory operations to
complete (e.g., string moves). The hardware usually breaks



these (macro) operations down into multiple micro opera-
tions. Violation of instruction atomicity [20] occurs when a
chunk terminates in the middle of such a macro operation.
In this case, CoreRacer generates a packet that contains the
number of bytes that have been partially transferred by the
last macro operation in the chunk. This packet indicates
the number of bytes that this macro operation will have to
access during replay.

5.5 Memory address types

x86 processors implement three main types of memory:
Write-back (WB), Uncachable (UC), and Write-combining
(WC). Accesses to WB memory are cachable, while accesses
to the other memory types are not. CoreRacer supports
only WB memory as most programs use only this memory
type. Accesses to non-WB memory terminate the current
chunk and create a log entry.

6. EVALUATION

We implemented CoreRacer on a cycle accurate, execution-
driven simulator that runs x86 binaries. We modeled an 8-
core multiprocessor system in which each core is a P6-like
CPU. The memory model implemented in the x86 simulator
is TSO. We extended the simulator to model the design of
CoreRacer as described in Section 3. Table 1(a) summarizes
the configuration parameters of the x86 core and CoreRacer.

We evaluated CoreRacer using the benchmark set described
in Table 1(b). These benchmarks were represented in a
proprietary checkpoint format, describing the processor ar-
chitectural state and the state of the system memory, and
were used to feed our simulator. Our experiments used
checkpoints of approximately 90 million instructions for each
application in the benchmark set. To capture the overall
application behavior, these traces were created using Sim-
Point [25]. We also used a fixed cache warm-up file to warm-
up the caches before each simulation.

6.1 Performance overhead of recording

Figure 6(a) shows the recording time overhead, which ac-
counts for the cost of creating and sending log entries to
memory. Our baseline design uses a MRRQ with 4 entries,
where each entry is 8 bytes wide. As shown by Figure 6(a),
the recording overhead is relatively low. This is because
most of the applications we studied have a low logging fre-
quency, with the exception of Oracle. This low logging fre-
quency translates into the bandwidth requirement shown in
Figure 6(b). The average bandwidth requirement for an ap-
plication in our benchmark set is 0.43 byte per kilo instruc-
tion, while the peak bandwidth is about 2.36 bytes per kilo
instruction for Oracle. In our system, if the log entries are in-
serted into MRRQ faster than they can be drained to mem-
ory, the processor stalls and stops accepting further snoop
requests from other cores until enough entries are drained
to continue normal execution. However, this situation is un-
likely to happen due to the low-bandwidth requirement of
CoreRacer logs. Our measurements show that stalling the
machine in this case accounts for less than 0.1% of total
simulation cycles.

6.2 TSO-chunk distribution

Figure 7(a) shows the percentage distribution of logged
TSO-chunks and SC-chunks. In general, the percentage of
logged TSO-chunks is low for most programs, except for

Art (41%) and Galgel (33%). Figure 7(b) provides greater
insight into the cause of TSO-chunks. It shows that the pro-
portion of TSO-chunks logged due to eviction is high. It also
shows that SC violations resulting from WAR dependencies
are rare, except for Oracle where it accounts for almost 17%
of the TSO-chunks. Note that, in Figure 7(b), PageRank
and SVM do not have any TSO-chunks that cause SC vio-
lations. This is not an erroneous finding. Instead, it simply
means that when the chunk was terminated, there were one
or more pending stores in the STB awaiting commit, and
each one of these stores ultimately committed to memory
without leading to an ordering violation.

6.3 Log size increase due to TSO-chunks

CoreRacer’s SC-chunk is similar in size to a chunk in In-
tel’s MRR [21] or an episode in Rerun [10]. On average,
TSO-chunks represent less than 20% of chunks (Figure 7(a))
and each T'SO-chunk requires 5 more bits than an SC-chunk.
Compared to Figure 6(b), this translates to a bandwidth of
0.39 byte per kilo instructions without TSO-chunks (i.e., a
bandwidth reduction of 9% without TSO-chunks).

6.4 RSW size distribution

Figure 8(a) shows the cumulative distribution of the RSW
size for the TSO-chunks shown in Figure 7(a). The distribu-
tion varies across benchmarks and shows that, on average,
TSO-chunks have an RSW < 7, 90% of the time. The RSW
cannot be larger than the size of the STB, which is 32 in
our case. For CoreRacer, a large RSW translates into re-
play overhead because the store buffer-like structure must
be searched for each load, regardless of the existence of an
SC violation. Figure 8(b) shows the histogram of the RSW
size for TSO-chunks terminated due to an SC violation. In
most cases, an SC violation occurs with an RSW of 1. Or-
acle is an exception and has SC violations with an RSW of
up to 15.

6.5 Replay performance

We created a prototype replayer using PIN. Our replayer
revealed three sources of overhead compared to a replayer
that replays only SC-chunks: (1) searching the STB for for-
warding a store value to loads; (2) redirecting stores to a
thread-local STB; and (3) copying the store values from the
STB to global memory. On average, this overhead slows
down replay by 54%. In the worse case, the overhead peaks
to 89% in Art.

7. RELATED WORK

There has been a notable amount of recent activity de-
veloping HW support for recording memory races. Most of
the proposed approaches, however, have only considered the
SC memory model. FDR [28], BugNet [17], and Strata [16]
are some techniques that record the ordering between mem-
ory operations on SC. While novel, these approaches have
technical limitations that may make their adoption by com-
mercial processors, such as x86 that implements TSO, chal-
lenging. To the best of our knowledge, there exists only a
few proposals that address the problem of recording memory
races on non-SC memory models.

RTR [29] is one of the first approach to address this issue
for TSO. RTR is layered on top of a point-to-point approach
that records the interleaving between memory operations.
As discussed in Section 2, point-to-point logging mechanism



(a) System parameters

(b) Benchmarks

Number of cores 8-core P6-type Domain Application Description

Clock 2.2GHz Bioinformatics | PLSA Used to identify differences between two

STB/LDB size 32/48 genetic sequences

L1 Dcache 32KB private,8-way assoc,64B linesize SPEComp 2001 Art Image Recognition / Neural Networks

L2 cache 256KB private,16-way assoc,64B linesize Galgel Computational Fluid Dynamics

L3 cache 8MB shared,16-way assoc,64B linesize Swim Shallow Water Modeling

Cache Coherence Invalidation-based MESI Search Engine PageRank Google-like search engine for ranking documents
Memory model TSO SVM Learning methods used for classification and regression
Signatures 1024-bits read set Database Oracle TPCC Online Transaction Processing

512-bits write set

4 XOR-based hash functions

Table 1:
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(a) Recording time overhead normalized to execution w/o
CoreRacer
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Figure 6: CoreRacer Overhead
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Figure 7: Chunk Analysis

already requires a major overhaul of the cache and coherence
protocol. RTR adds more to it by detecting SC violations
dynamically. The idea is to monitor the cache line of a load
that is reordered before a prior store and log the value of that
load if the line is invalidated by a remote store, before the
store that was passed by the load commits to memory. This
mechanism requires hardware for monitoring the cache lines
and for buffering the load values and their addresses. For
instance, if a monitored line is evicted from the cache before
the store that was passed by the load commits to memory,
then the address of the load and its value must be buffered

so that they can be compared against a remote store for
detecting a potential SC violation. In general, since SC vi-
olations are likely to occur less frequently than other events
— in our experiments, TSO-chunks terminated due to an SC
violation represent respectively 4%, 0.5%, 0.2%, 1.85%, and
0.55% of the chunks in Art, Galgel, Swim, Oracle and PLSA
—, we are of the opinion that such an overhaul of the cache
subsystem and coherence protocol is not warranted for adop-
tion by commercial processors. Our approach removes this
complexity by extending a chunk entry with the RSW of the
last load to retire in the chunk. We showed how a replayed
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Figure 8: Reordered Store Window (RSW)

execution uses the RSW to reconstruct an execution that
conforms to the TSO execution. We showed that this ap-
proach does not changes the cache or the coherence protocol.
In the same category as RTR is LReplay [7], which proposes
to log SC violating loads using a large CAM structure.

Rerun [10], Intel MRR [21], Karma [3] and DeLorean [14]
are additional techniques that use chunks for detecting the
interleaving of shared memory operations. Rerun and Intel
MRR apply to SC, while Karma leverages RTR to detect SC
violations dynamically. Our approach can complement them
in many ways. First, our approach is a straightforward ex-
tension of Rerun, Intel MRR and Karma for TSO. There is
no requirement for changing the core. Second, our approach
improves Rerun, Intel MRR and Karma by using the TSC,
which removes the constraint of changing the cache coher-
ence protocol in these approaches. DeLorean can record a
T'SO execution because it assumes the Bulk architecture [6],
which advocates a complete overhaul of the hardware. In
Bulk, there is a central arbiter that implements the recording
by logging the commit ordering of chunks. Our approach is
geared toward influencing commercial x86 processors, which
do not implement Bulk.

A recent work by Lee et al. [13] proposed an approach
similar to ours in the sense that they also deal with TSO of-
fline. Their approach is layered on top of a load-value based
mechanism where the address and value of cache misses are
logged in order to replay each thread individually. This is
done by augmenting the cache with some status bits. Given
the traces of addresses and load values for each thread, an
offline symbolic analysis can then be specified ordering con-
straints so that a valid causal order of a TSO execution is
unveiled offline. To reduce the search space of the symbolic
analysis, the mechanism augments the log record with addi-
tional information such as pending stores in the store buffer
or committed memory operations. Our approach is differ-
ent because we do not assume any changes to the cache and
we do not log any load address or value. In addition, our
log can immediately lead to a valid TSO execution order,
without resorting to symbolic analysis.

8. CONCLUSION

In this paper, we described CoreRacer, a memory race
recorder architecture for multi-core x86 T'SO processors. We
presented a detailed design of CoreRacer and explained why

its design is appealing for integration into commercial pro-
cessors. CoreRacer’s key advantages over other memory race
recorder systems are that it does not require any changes
to existing cache or coherence protocols, yet, it integrates
seamlessly into the x86 TSO memory model.

CoreRacer handles TSO by recording RSW, which is the
number of pending stores in the store buffer when a chunk
terminates, and by simulating the store buffer during replay
using RSW. We showed that this information is enough to
reproduce a TSO execution. CoreRacer also leverages a spe-
cific x86 feature, the invariant timestamp, to maintain order-
ing between chunks without piggybacking on coherence mes-
sages. Because the components of CoreRacer are confined
within a single block module, it is convenient to integrate in
a high-end processing environment, such as a desktop, or a
low-end processing environment, such as a SoC.
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